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Wi-Fi 5 AC1200 Dual Band VPN Security Router

Highlights

= Dusl-WaN fefover and Duat\WAN load balancing

= Comples with |EEE 802.11as and IEEE 230Z.11a/b/gin
stendsrds

= ‘EELWPN and robust hiybrnd WFN (IFEecPPTRILITE over
PSen)

= Sigteful Pocket Inspedction (SP) firewsall snd content filenng

= Blocks DoS/DDGES stack. port ranpe forwending
= Hign Availsbiity, AP Coniroller, Captve Poetal and RADIUS
Pawerful Wireless and VPN Sacarily Solufio =i et :
Powsiiut Virelssnd VEN; Soeuity: Setion « [PV8, SNME PLANET DONS snd Universsl Network
The innowvation of the |nternet has crested fremendous worldwide cpportunities
Management System
for e-business and information sharing: 1t has become-esceniral for businesses to T = = =
= Complant with the IEEE 80 2.3at PoE+ with PO slive checly
focus ‘more on network securidy issues. The demand for informabon seourty and
schedule mansgement (VR-300PWE)

redess connetion has become the primary concem for the enterprises. To fusill

)

this damand, PLANET has lsunched the ailin-cne VR-3 [E-gnd WVR-3DOPWE
' s Hardware

Wiraless VPN Security Routers that carry. several main. categories acrass your 10/100/ 1D00BASE-T A4S podts (VR-ID0WS)

o

network security deployments: B02.11ac. eybersecurity, SPI firewall security « 5 184100/ 1D00BASE-T RI45 ports with 4-port [EEE 802 3at

tection, poli it tent filteri VPN & l.and MACHP filtering],
protection, policy audifing (conten ring unnel.an Tltering) PoE+ injector function (VR-300PWE}
AP controfler, captive portal, RADIUS 2nd easy management | Setup Wizard, o : .
= 1 undefined Ethemest por [LANANAN) for DusWAMN funcbon

DHCP Server gnd Dashboard). Furthermose, s Dual-WAN Failover, Outbound
= 1 USB 3.8 port for system configurston beckup-and restore

Load Belance and High-Availability features can morove the network efficiency

= Reset bubon

while the web-based interface prowides o Ny and Cons Nl USET SEXpENSNDS:

= Deskop #stsilation or rack mounting
Upgrade Your Network Security with advanced Security Protocols

Power over Ethernet (VR-300PW5)

= Complies with [EEE 802 32at Power over Ethemst Plus, end-

span PSE
- Backward compatile with [EEE 802 2af Power over Ethemeat
= Up o 4 poris of [EEE BD2:3af [ BEZ 3at devices powared

» Suppors PoE power up to. 28 walls for each PoE pont

= Auto detecis powered device [P

= iCircult protecton pravents power inferderence betwesn pors

The YR-300WS snd VR-JOPWE sre designed with high power smplifier and 4 = PoE managemeni

highly-sensiive antennes which provide stronger signal snd excellent coverage — Tofal PoE power budget contral
even in the wide-ranging or bad environment. With adjustsble trensmit power — Per port Pof function ensbiaidissble
option, the adminisirator can flexibly redude or incresse fhe output power for — PoE port power fesding prionit

reducing infsference to schieve maximum performance — Per PoE port power fimitsbon

Yamous emyaronments, ih

AEOPWE — PD ciassification detecBon

To provide extremely high-speed user axperence, the VR-300WE ard VF

sdopt [EEE 802 11ac technology to exiend the B02. 110 40MH= channel! binding to — P shve check

20MHz and the implementiation of 256-0AM modulation whare higher irensmitting/
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recelving rates go up 1o 357Mbps in 5GHz less interference frequency bsnd. In

sddition, the YR-300WE and VR-300PWE are equipped with Gigabit LAMN port to RF Interface Characteristics

eliminate the restriction of 100Mbos Fast Etnemst wired connection 1o lst users + Festerss 24GHz (302 11Digin) and 5GHz (204 11=/nfeg)
fully enjoy the high spesd provided by wiralezs. The IEEE 202 11ac aiso optimizes concurrent duat bend for mofe afficisncy’ of camying high-load
MU-MIMD (Muti-User MIMI) mechensm {o serve mufiple dewoes smultsneously trafiic

ITZR MIMO fechnology for enhenced throughput and
COVErEgs

=  Provides muftiple adiusiabie rensmet power oontrol
High =peed up to 1.25G0p=s (300Mbps for 2. 4GHE + 38TMbps

for BizHz) wirsiess dste rate

IP Routing Feature

- ﬂ"' « Stafic Route

ERS | = ‘“ﬁ = Dynamic Rouls

Prrr—— y - OEPE

Go faster in wired & wireless Firawall Sacurity

Take Advantageof 11 timize Diata Link
3 £l ] ¢ to Optimize ink Spead - ekl

Buiit-in Unigue PoFE Funclions for Powersd Desvices Management » Simt=ful Packet Inspection (SF) firawell
The WR-300PWS is capable of having 8 maximum of up to 120 waits of power = Blocks DoS/00nS atsck

putpul snd can debver up o 38W for each port. It also features the following = Cozitant Fitering

special PoE msansgement funclions - MAC Fiiesing end |P Fiesing

o : « NAT ALGs (Apolication Laysr Galowsy)
PoE Usage Monitoring
P = e = Blocks SYMICMP Floodi
With PoE usage monitoning, it can show the PoE tpading of each port, iotat PoE ! ng

power ussge and sysiem sistus; such ss overload. iow voliage, ower voltage and

VPN Features

high fempersture User can obisin detafed information sbout the real-fims PoE = sl
= PSecRemole Server (Met-to-Met, Host1o-Metl, GRE. PFTP

worleng condition of the WVR-300PWSE directly
Server, LITP Server, S5L ServenClient (Open WPN)

PoE Schedule = Mz Connection Tunnef Enties: 83 VPN tunnels

Under the trend of energy saving worldwide snd gontributing to environmenis? = Encrypfion metheds: DES; 30ES, AES, AES-12871182/258
proteciion, the VR-I00PWS can effectively control the power supply besides its = Authenticabon methods: MO5. SHA-1, SHA-I56 SHA-3B4
capabiiity of giving high walts powes. The "PoE schedule® funchion helps you o SHA ST

enable or disable PoE power feeding for each PoE porl dunng =pecified time

intaryais snd # 155 powerful funchion to help SMBs or enterpnses save power and Net‘-'-'ﬂrklﬂg
budget it also increases security by powenng off POs that should nol be n use + Cuinound koad balancing
dunng non-business hours » Failover for dusl-WaM

- High Avaiskiity

fl\ — i — N o - I-;'.] «  Captive Postal
- RADIUS SemerClhiznt
= Sistic |IPPPPGEDHCP: ghent for WAN
‘ ‘ l | «  DHCP senverNTR chent for LAN
5 I i | i c]?g I » Protocols TCHYIP. UDP. ARF. P4, IPvE
j ! d ‘ j * ‘ - Port forwarding, QoS; DMZ, IGMP, UPRE SNMP.vZc, v3

= =5 =5 H =8 8 a5

[RLEE

Wf_nmnplntx wakts | hor !m!lnm.hd-mg:ﬂ-hnmhwu

* Tellx! Spe] = 1CECTvally o w=rif

e . ATEAPATE 1T s B
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Scheduied Power Recycling
The VR-3D0PWE silows each of the connected PoE IP eamerss or PoE wirsless
sooess points to reboot 8t = specific tme esch week Therefore, it will reduce the

chance of P camers or AP orash resulting from buffer: overflow

PD Afive Check

The YR-300PWS can be configured to mpnitor connected PD stetus in resl time
via ping action. Once the PD siops working and responding. the WR-300P wil|
resume the PoE port power and bring the PD back to work: H will grestly enhence
the network reliability through the PoE pod resetting the PD's power source and

reducng sdministraior menagemeant burden

Good! ) (7
L F‘lr-g anunsl

PO Status PT PoE Caimers ‘ Mo Response...

H"gEd""' /1 Check aifve status for 3 t

Alzrm Natification

_— uul"nnl - hu

Restart Pok dewice if without espomse

Wi-Fi Deployments. and Authentication with Simplified Management

The VR-300WE and VR-300PWSE also provides 2 built-in AP Confrolier. Captive Portal

» MAC sddress clons

= DDOMNE: PLANET-DONS, Essy DONS. DynDNS and No-iP

Oihers

= Setup wizssd

» Deshboard for resktime system orendiew

= Supporied scoess by HTTF or HTTPS

= AUt reboot

= PLANET NMS System end Smart Discovery Ubiity for
geptoyment maragement

« Plarst Cloudiewer App for resl-bme mondonng

RADIUS and a DHCRP server to fecilitate small and madium

businesses {0 deploy secure empioyes snd guest scoess services without any sddibons! server The VRA-300WE and VR-200PWE can offer & secure Wi-Fl

network with easy nsisllafion for your business

Captive Portal

Free Wi-fi

[ﬁame

| E-rmail

R

Ll
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Centralized Remote Contral of Managed APg?

The VE-Z00WS and VR-3D0PWE provide cenirafized mensgement of PLANET Smad AP senes vis & user-frendly Web UL It's eesy fo configure AF for the
Wirsless

SSI0. redio bend and secunty setliings. With e four-step configurafion process, different purposes of wireless profiles can be smmufianeously defivered
to multipie AP= or &P groups o minimize d=ployment te. effort and cost

ey

i A

Central wireless controller

For exsmple. to configure muitiple Smart APs of the ssme model, the VR-3E0WS and VR-3I00PWE allow clusisring them to s msnaged group for unified
mansgement Accordmg o reguirements, wireless APs can be fiembly expanded or remowved from & wirsless AP group 8t any ome. The AP cluster benefils

bulk provision and bulk fimmasare upgrade through single entry point instead of kaving to configure settings in each of therm separately.

Simplified Cluster Management with 4 Steps

e

Search Add Profile

Batch Provisioning

Map It

deal High-Availahility /PN Secunty Router Solution for SMEBs

he VR-3B0WE and WR-300PWE provide complete deata securty and. privacy for acoessang and exchangeng moest sensitve delta, built-in IFSec VPN funchaon
with DESIADES/AES encrypbion and MOSSHA-1/5HA-2E8/SHA-3

B4 5HA-512 authentication, and ERE, SEL, PPTP and L2TP server mechanism. The ful
VPN cepabity in the VR-FICPWE mekes the conrecton secure, more flexble. and more capsble
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VPN Router .

Excellent Ability in Threst Defensze
5P (sisteful packe! incpection) firewsall and DioS/D0D0S aitack mitigation functions provide high eficiency and

The VR-20DWS and VRE-ZEOPWSE ane buit-in
extensive proteotion for your netwark. Thus, virus! senver 2nd DME funchions can let you set up seniers in the Intranet and still prowde services to the

Intermet usars

Ethernet Switch

VPN Router

—
<y
—

Blocking DoeS Altack

1ODBALE-T UTP

Cybersecunty Metwork Solution 1o Minimize Securnity Risks
The oybersacunty feature included 1o protect the switch mmansgement in a mission-crtcal network wirtuslly nesds no effort snd cost 10 nstst. For efinient
management; the YWR-300WS and YWR-ZE0PWE are equipped with HTTPS web and SNMF mansgement interfaces. With the bul-in web-bssed management

interfsoe, the VR-300WS and WR-200PWE offer an easy-lo-use, plstiorm independent management and conBguration facility, The VR-3DDWE and VR-

JI0PWE suppofrt SMMP and # can be managed via any mansgement software based on the stendard SMMP protocol

mproving MNebwork Efficiency
It i= spplicable o the smal-scale sector (from B0 40 100 people), using 8 13-inch deskiop design, with five Gigebil ports (WANLAN), H provides higher

performance with sl Gigebit Ethernet interfaces which offer fester speeds for your network applications. The Gigabit user-defined Interfaces fieobly fulfill

the network reguirement nowadeys, and the High-Avaiiability and Dusl-WAN nferdoces enable the VR-200WS and VR-300PWS fo support outbound load

belancing and WAN feil-over festures

High Availability

I B
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Furthermore, the YR-300WSE and WR-300PWS can connect dusl IPvdivd WANs with up to two different 15Ps and supporis many popular secunty festures
nciuding Content Fitenng to block specific URL fesiure that can sufomstcosflly resolve the IP address corresponding to all Users' network can be essily

managed by just typing the URL of the websites ke Faoeboos. YouTube and Yshoo. N

s = |
Wy g,
e Y (s \ »
i — M
o S _ . @
- VR-300 Series P~ N\ - @ =¥
G =i - :
P4
W iz
—

The VR-200WS end VR-I00PWS both have. link redundesnoy, MACHP fltering, oulbound load balencing, SoS snd many more functions 1o maks the entire
network sysiem beifer. It cresies g stebde and gualified VPN security conneciien for many important sppfications such as VolP, video conferencing and dats
transmission. The VR-300WE= and VR-3D0PWEs economical price with compiste network secunty mansgemeant feaiures make if an inewtsbls choice for the

nexi-generaticn office network load balances

L Vendor Branch Office

VPN Router
VPN Router
T | = | 3
= . ¥ ] |
Ei g =015 Mpdsm xS Modiem g Laptop
= =
4 ! =
(15 Intprnet {:; o o |
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Extremely High-speed and Dual-band Capabiliies Make Wi-F Transmission More Powerful
The VR-3

WWE and VR-30CPWE debver the Dual Band techinoiogy to avoid signsl intesfererce and ensure the best Wi-Fi perfomnance. |t allows you to
chieck e-mall and surf the Infemet vis the 2.4GHz band and simult=necusly waich High-DOefinition (HD) wideo or any other multimedes epplcetion wae 5GHz
band . Moreover, the Gigabi Etheme! ports of the VR-300WS and VE-2EIPWE offer ultra-fast wired connections thet utiize the maximum wireless bapdwidtn
therefore, users will haye real wirsless spesd over 100Mbps With outsisnding stebility of high-spesed wireless transmission, the VR-Z00WS and VR-300PWE

can prowde users with excelent experience in mullimedia streaming with your mobée deviges anywhera, anytmea

P 24GHz Wireless
L

L
= B§ T

Video & Wirgless App Boclal
=t 1 Music IP-CAM Networking

VPN Router

i
P NAS Zaming Console
—_— | 00DEASE-T UTP I 5GHz 892.11ax ! 24CHz B02.11ax

Product VR-IDOWS & VR-300PWS
Hardwaie Soecificatons
Copper Parts 4 10103 100EBASE-T R145 aute-MDIINMDN-X ports

5 10103 100EBASE-T R145 Ethemet 5 inchuding
Eiacet 1 LAN/WAN port (Fart 4)

1 WAN port (Port &
58 Port 1 USE 3 0 port for system configurstion backup and restore
Reset Button Reset o factory dafault

WH-Z00WE: fanlesz
Thermal Fan

VR-3I05WE: 1

PWR [Green)
internet (Green)

LAN/WAN (Green)

el T

LED indicators

(Green]
23 iGrasn)

PgE-in-Usa LED [(Amben

Instaiiation Desktop instalation o rack mountng
Powsr Reguirememis 100~240 AC. BE0/80Hz, aute-sensing
VR-Z00WE: Max: 240WB191BTU

Powssr Consumption | Dizsipation e wratel
' VA-ZH0PWE: Max: 140077, TETU

VA-3H0WVE: 1.8 kg

Weigh

St VR-300PWS: 17 kg
Oimensions {Wx D x H) 330 x 155 2 42.0 mm. 1U height
Enclosiirs |

Paweraver Ethernst

PoE Stahdard |EEE 802.3=sf 802 3at PoE+ PBE

PaE Fawer Supply Type End-sgan

FoE Fowes Cutput Per port 52V DC, 38 watts {mak)

FowsrPin Assignment T2 {+), 38}

FoE Fower Budget ]EE wart% i % ii -:Ic-g-:e_f E
100 watts max) & S0 degressC
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Mazx NMumber of Glass 4 PD= 4

PoE Management

Wireless

1 bigin 24 GHz
Standad

zinfac § GHz

Band Mode 2 &3 153 concurtant mod

Frequznoy Range
i -~ S5GHz

America FCC

Operating Channets

104, 188, 112, 116, 128, 124, 128, 132, 136, 140

y in diffierent coumtries sccording fo their

Channet Widih

B8T Mbp=®for & GHz

Dat= Transmission Rates

*The estimated transmission distance is based on the theory. The actual distance will vary in differant
environmeants

Transmiccizn Powsr

Encryption Securty

Wi-Fi Muttimedis (VWM

Wirzleszs Adyanosd

Securnty Sanmce

Packes Inspection (5P1)

Firewall Securty
_|_'.\'.'_|L TETE

ALG {Applicstion Layer Gatzway)

NAT

Caonient Filtering

Web fittenng

iipoumH load-balanc r:g

Eandwidth Managzment

MN=hwarking
Operation Mode
Routing Frofocal

VLAN 202 1q Tag-base
Multicast 1GMP Proxy
NAT Throughput l=x 300Mbps

Owibound Load Balancing
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Protoco

Hay Features

VBN

VPN Function

VPN Tunhels
PN Throughpust
Encryption Methods

Butnentcation Methods

Securz Managemeant Intzrfaces

Systermn Log

Si=ndards Conformansce
Regulaiory Compliante
Environment

Operating

Siorags

el -'-‘-g" Auz ia"_'u--__,-.

Captrve Portal

el browser
SNWF 1, v2e

Belative Humbidity: § ~

IS ServerCient

IME supported
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WR-3T0WS A51200 Dual Band VPN Ssounty Rooter
VR-300FWNG Wi-Fi S AC 1200 Dual Band VPN Secunty Rooter with 4-Fort 502 3at PoE+

WR-3T0

VR-300F
VR-300WWaA
VR-300FWES
VR-300WE
\R-300PWWE
VR-TE0

VR-108
IG-2510W-LTE
ICG-23710WG-LTE
WEE-TE00WE-LT
WGR-S00-4FY indy
WGER-500-4F
WER-500

-Fiart 13/190/1030T VFN 5

VPN Security Houterwith 4-Port 5302 351 PoE+

teway with 3
vall-mount Gigabit Router witk 4.Port 80233t PoE+ and LCD
Wall-mount Gigabit Router witk 4.Port Bi

YER-TROWUNT «JI;EEH

PLANET Technology Corporation
11F_ MoD8, Minguar Rd. Xindian Dist Now Taipei City 231 ]@ c € VR-J00WS/VR-300PWS

Taipian (R0UE)

s T— . . FLANST medefies Do figed o coeinge specSeaiaty withoot poor balice Al Brand remes o ‘sdeimanks ale-poeefly of
Teb#36-2-2218-8518 Faoe 386-2-2218-0523 i pescastie oarmn Copyricht @ 2037 FLANST Tecncogy Cam Al fghes reserse
Emat EEIES@;GT-E'LCE‘TI ki W pianet oom tw
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