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GV-FWC Version History

Firmware V1.02 2020-07-31
Fixed:

e Cybersecurity enhanced as follows:
o Fixing misuse of the same cryptographic key to prevent MITM attacks
o Requiring certain levels of authentication for system log disclosure
o Buffer overflow vulnerability addressed, with enhanced security protecting devices from

plausible unauthenticated cyberattacks
Modified:

e Requiring users to set a new password upon first-time login

e Password strength of “Normal” or higher required when changing the password of

Administrator user account

e Support for sending unknown face events, along with an empty card number “000-00000", to
GV-ASManager when the “Face + Card with Wiegand A/B” mode is selected on the Web

interface of the connected GV-ASController

e Copyright notices accessible on the Web Ul
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