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L3 Industrial 16-Port 10/100/1000T 802.3at PoE +
4-Port 100/1000X SFP Managed Ethernet Switch

Advanced Manzgeable Pof Solution for Hardened Environmernt

PLANET 1G5-6325-18P45 L3 Industrial Managed PoE+ Switch, featuring 18
10/100F DDOBA SE-T 802 3at PoE+ pors= with each port powerng up to 38 watis.
=nd 4 100M000X fiber ports i sn P30 rugged metel case. can be insisfed in any

difficult environmeant. B prowdes user-fnendly yet advanced IPvE1Pvd management

interfeces. abundant L2/L4 switching functions, Layer 3 O5PFv2 dynamic
routing capability. and sdvanced ITU-G_80322 ERF 5§ Ring iechnology to improve
the rapid self-recovery capabiity and PLAMET intelligent PoE funciicns for
comtrofing the PoE ouidoor IP surveillance and wireless network spolicabions. Itis
sbie to operste refisbly, sisbly end guietly in the tempersture range from -40 to 75

degrees C.

RJ4S Consale Port

.1.:?'5' Rl el e

Cybersecurity Network Solution to Minimize Security Risks
The 1G5-6325 Senes supports S5Hw2, TLS and S5L proiocods 1o prowide strong

protection sgainst edvanced thrests. [t includes a range of cybersecurity festures
such 2= DHCP Snooping. 1P Source Guard, ARP Inspection Profecton. B02.1x
port-based and MAC-based network access control, RADIU S and TACAC 5+ user
accounis menagemsant. SMMPv3 authenticabon, and so on to.complement & a5 sn

sl-secunty solubon

Physical Port

16 10M00MO000BASE-T Gigshit Ethernst RJ4E ports with
IEEE 802.3at PoE+ Inctor function

4 1001 H0BA SE-X mumi-GEIC/SFP skots for SFP type auto
detection

One RJ45 console imerfsce for Dasic management and

setup

Power over Ethernet

Gomphes: with |EEE 8012 3st Power over Ethernet Plus/end-
s5pan PEE

Up to 168 |IEEE 82 3af802 3at devices powersd

Supporis PoE power Up 1o 35 watts for esch PoE port
Auto detects powersd dewos (PD)

Circuit protecton prevents power interfersnce between pords
Eemaote power feeding up to 100m

PoE mansgement features

— Total PokE power budget coritrol

— Per part PoE function enableidissble

— PoE sdmin-mode contml

— PoE port power feeding pronty

— Per PoE port power fimd

- PD ciassificsfion detechon

Inteligent PoE festures

— Temperatore hreshold control

— Pof ussge threshaold control

- PO alve check

-~ PoE schedule

Industrial Protocal

Modbus TCP for real-trme monitoring n the SCADA syslem

|IEEE 1688vZ FTP {Precision Time Protocol)

Industnal Case and Installation

P30 slminuny case

DOith-rail or weall-mount design

4850y DC, redundent power with polarnty reverse protect
function

Supports G O Efhemst ESD protecton

-4 {0 75 degrees C operadfing fempersture

Digital Input and Digital Cutput

2 digats! mput (D)
2 digital output (D0
|mtegrate sensors nto Suto slaom system

Transfer afarm to |P network via emall and SNMP trap
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Redundant Ring, Fast Recovery for Critical Network Applications

The 1G5-8325-18P4E supports redundani nng lechnolegy end features strong,
rapid self-recovery capabilily to prevent interruplions and external infrusions
It incorporetes edvanced ITW-T G.B032 ERPS (Ethernst Ring Protection
Switching) technology, Spanning Tres Protocol (802 1= MSTP), and redundant
power input system into customer's indusirial sutomstion network to enhance
system refliabiiity and uptime in harsh factery environments. In-a simple Ring

network, the recovery ime of dats bk can oe 85 fastes 10ms
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High Power PoE for Security and Public Service Appfications

As the whaole system comes with 8 totel 320-wait PoE budget. the 1GE-6325-
18P45 = designed specificsily to satisfy the growing demsznd of higher power
consuming network POs (powsred devices) such 55 muit-channsl (802 11ab/ging
wireless LAN sccess poinis, PTZ (pan, ilt, zoom) speed dome nafwork csmeras

znd other PoE network devices

Convendent and Smart ONVIF Devices with Detection Featurg

PLAMET has newly developed an swesome fegturs — ONVIF Support — which =
specifically designed for oo-operefing with video |P surveiliances. From the |G5-
B325-18P45 GUI, cients just need one cfick to search and show sl of the ONVIF
devices via network applicstion. In addibon, chents can uploed fipor mages o the
switch serizs, meking the deployments of suneedllance and other dewvices easy for

glanning &nd mspection purposes Mareover, clents can GEl rea=-tme Suf/EHiEnRCaS

information and online/offiine status; the PoE reboot can be controlied fom the GUI

Layer 2 Features

Prayents packet! loss wih back pressure [naf-duplex) and

|EEE 502 3¢ pause frame fiow control (full-duples)

Hight performance of Sicre-and-Forward architacture snd

runtCRE fitering eliminates emoneous paciets io optimize

the network bandwadih

Stoem Controd Suppert

— BroadoastMutcastlineast

Suppors VLAN

— |EEE 802101 tsgged WLAN

— Up io Z65 WLAN=S groups: out of 4084 YLAN iD=

— Proveder Bridging (VLAN Q5n-(2 suppont (IEEE 202 1)

— Pmvate VLAN Edge (PVE]

- Protocok-based VLAN

- MAC-based WLAN

~ Woice WLAN

— GVRP {GARP VAN Registration Protocal)

Supports Spanming Tree Protocol

— |EEE 242 10 Spanning Tree Prolocal (5TP)

— IEEE 802 1w Rapid Spenning Tree Protocod (RSTH)

— |EEE 802 1s Mulipls Spanning Tree Frotoeod (MSTF)L
saanning tree by VLAN

— BPOL Guard

Zupports Link Aggregation

— B2 3ad Lmk Aggregation Controd Protocol (LACE)

— Cisoo efher-channe (stebic tnmk)

— Masimum 10 tunk greups with 4 ports per trunk groug

— ip'io: BEbps bendwidih (dupier mode)

Provides port marrdr [many-io-1)

Part mirroring o mondoe the Incoming or oulgaing frafic an

a partcular part

Loop protechon-to svesd brosdeast kbops

Suppors ERFS (Ethermet Ring Proftection Switching)

Compatibie with Cisco Uni-directional fink

det=ction|UDLD) that moniiors 8 {ink batwesn two swiches

=nd block= the porls: on bath ends of the bnk i the Bk fails

gtany point betasen the teo devces

Link Layer Disooveny Protoood (LLOF)

Layer 3 IP Routing Features

Supparts makimum 128 sistic routes and moute
Summanzation

Pvd dyrsmic routing protocol supporids -O5SPFy2
[Pyd{1Pwd hardware stabc routng

Routng infesface prowvides per VLAN rogting mode

Cluality of Service

Ingress Shaper and Egress Rate Limi2 per port bandwidih
control

8 priorty gueues on gl switch poris

|
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Intelligent Alive Chock for Powersd Device

The 1G5-8325-16P45 FoE Switch can be configured o monitor connected PO's
ststus in real tie vis ping sction. Oncs the PD stops working and responding, the
1GE5-6325-16P45 will recycle the PoE port power 2nd bang the PD back to work
It also grestly ennances the refablity i that the PoE por will reset the PD power,

s reducing administrator’s -management Dunden

PngEh ! D\etkn.'mes-tﬂ'm:.fur.?rm

i PD ABvell y

2 . A
a2

Restart Pob dewice if without response.

PoE Schedule for Energy 5aving
Under the trend of energy seving worldwide and coniributing to environmental
profection on the Easth, the 1G5-8325-16P45 can effectvely control the power
supply besides iis capsebiiity of giving high wails power. The built-in "PoE
schedule™ function heips you o enabie or disable PoE power feeding for 2ach
PoE port during specified trme intervals and # is 8 powerful function to help SMBs
or epferprisss save power =nd money.
O— 1 F— O
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Sowe 24 wattsthr :ll.l'l:mg off-buninsss hours

® Foial Sercs = I0SPOmoGxironl

e |SHHLIE-TH T iy 32

Treffic olassfication

— [EEE Bi2.1p C0S

- |P TOS/DSCPIP precedence

- |P TEPUJDP post number

— Typical netwock sppheation

Sirict prionty and Vveighted Round Robin (WHR) . CoS
poficies

Supports' QoS and n/Out bendwidth control on each port
Traffic-poficing on the switch pot

OSCP remarng

Multicast

Supports IPv4 IGMP snooping v, w2 and w2
Supports 1P¥d MLD snooging w1 and v2
Quener mode support

[Pwd IGAP spoopng: port filteang

IPvE MLD snooping port filtenng

MVE (Multesst VAN Registration))

Security

Aathenbeston

= |EEE E1Z.1x port-besed [ MAC-basad nabwork scocess.
suthemioafion

— Buiit-in HADHUS client to. co-operste wilh the RADIUS
z=rvers

- TACACE+ logn users access suthentication

- RADIUS i TACACS+ users aocess authenboaton

Aceess Control List

~ |P-based Access Control List (ACE)

— MAaT-based Access Taonirod List

Source MAC / |P =ddmess binding

DHCP Spooping io filter un-trusted ODHCP messages

Dynamic ARP Inspection discards ARP packels with

imveadid MAL address to |P address binding

IP. Soarce Guard prevents [P spoofing afsnis

|P address scoess mansgemsant to prevent unauthonzed

Imdruder

Management

|Pwd-and |Pwd dual stack managemant

Swiich Management Interfaces

— ConsoleTelnet Command Line Interface

— Web simtch mansgament

— SHMP v1 and w2c switch maneagement

— SSH, TLS, 551 and SHMP v3 secure sccess

EMMP Management

- Four RMOMN groups (hestory. statistics alamms, and
avents)

— BNMP trap for int=risce Link Up snd Link Down

notification

Ll
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Scheduled Power Racycling
The |G5-6325-18P45 sllows each of the connecied PoE IP cameras or PoE
wireless sccess points to reboot at & specific timz each week Therefore, it wil

reduce the chance of IP cemera or AP crash resulbng from buffer owerfiow

_ Automatically Reboot

5 Every Friday 23:00

- PoE
225990

ON OFF ON PoE PT Camera

SMTP/SNMP Trap Event Alart

The 1G5-8325-16P4E provides event sler function 1o help to disgnose the
sbnormal device owing to whether or not there is a break of the network

connechon, or the reoooling response:

Effective Alarm Alert Tor Batier Protection

IPvE IF addressdNTP/DMNS manasgement

Builit-in Trivizl Fie Transfer Prgiocol (TFTE) chent

BOGTP and DHIP for P sddress sssignment

System Maintenance

— Finmwsne uplosdidowniosd wia HTTRTFTP

- Reset button for system reboot or reset o feciory
default

- Dwal imagas

DOHEP Beigy and DHCE Option'82

DHCP Server

User Privilege levels control

Metwodk Time ' Protecol (NTF)

SFP-DDM (Digetal Disgnestic Mondoe)

Metwork Disgnositc

- ISP ENCMPYE Remole Fing

- Cable diagnostic fBchnology provides the machanism
to-detect and report potentiel cabling issues

PLANET Smart Discovery Uity for deployment

rmanagement

ENTTPISyslog remole alarm

Sysiem Log

The [G5-6325 Senes supports 8 Fau®t Alarm feature which can aler the users when there is something wrong with the switches. With this idesi feature the

users would not have io wasie tme finding whare the problem . it will help to save frme dand human resource

Fault Alarm Feature

DC/DC Power Failure

System
.. Log

SNMP

RJ45/Fber Connectiaon
Link Down
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Digital Input and Digital Cutput for External Alarm
The [G5-8325 Senes supporis Dgitsl Input and Degital Gutput on ils upper pansl

This sxternsl atarm enables users 1o use Digial Input to detect and
lop external device status (such == door intrusion detector), and sand event sfsrm to the sdministrators. The Digitsi Output could be used fo alarm tha
sdministrators if the 1G5-8325 Senss’ port shows Ink down, link Up or power failure.

Digital Input
Security OK!!

Encipaure Encicsure

Door Detector Door Detector

(Doar Closed) (Door Open)
Digital Output

M DE Powsr Failore RiES Cable
wEr Rarh Link Dowa ‘.._-; Link Down

Layer 2 Routing Support

The 35-8325-16P45 enables the sdminisirator to comyeniently boost network efficiency by configuring Leyer 2 IPvIPyE VLAN stefic moutryg manuslly, enrd
tne IPv4 O5PFv2 (Open Shortest Path First) settngs automsaticaly,. The OSPF 5 en internor dynemic routing protoco! for sutopomous. system based on link
stzte. The profocol crestes & database for link stete by exchanging link states smaong Layer 3 swiiches, snd then uses the Shortest Peth First sigonthm to

genersie a roule table based on that deiabase

Robust Layer 2 Features

The IEE5-8325 Seres can be programmed for sdvanced swiich mensgement functions such == dynamic pod link sggregafion, Q-in-0 VLAN, privaie VLAN,
Rapid Spenning Tree Protocal, Layer 2 to Leyer 4 QoS, bendwidth control 2nd 1GMP snooping The 1G5-6328 Seres provides 302 102 tagged VLAN, and
tne VLAM groups sllowed will be maxmally up to 255 Vis sggregation of supporting posts, the HG5-6325 Senes sllows the ppersbion of B high-speed trunk

combining mufliple pors. It ensbées a meximum of Up to S trunk groups with 4. ports per unk group; Bnd supports fad-over as well

L2/L4 \ 12/14

Manoged Switch Managed Switch
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Erfficient Manzgement

For efficient management the |GE-8325 Serss is equipped with consofe. Web and SNMP management interfsces. With the buiit-n Wab-bssed manapemeant
Imterfece, the [E5-32E Senes ofers an easy-io-use, plstfform-independent management snd configurstion feciity. For tet-besed mensgement. the 1G5-0832
Senes can e accessed via Teinet and the consale port Maoreover, # also offers secure remole management wa any stsndard-based menagemsant-soffware

by supporiing SNMPY3 connecton whesh encrypts the pachet content st each session.

e,

Computer

Powerful Security

The IE5-6325 Senss offers comprehensive Layer 2 o Layer 4 Acocess Caontroi List [ACL) for enforcing secunty 1o the edge i can be used o restnct network
scocess by denying psckels besed on source snd destmaton P eddress, TCFAJDP ports or defined typacsl network spplicatons. = protecton meachamsm
aiso comprises 502 1x Port-based and MAC-based user and device suthenticabon. With the prvete VLAN funcBon. communication betwesn edge ports can
be prevenled to ensure user privacy. The network sdministrators can now construct highhy-secure corporate nebworks with considerably less tme and effort

than before

Modbus TCP Provides Fexible Network Connectivity for Factory Automation

Wiith the supporiad Modbus TCPIP prstocol, the 1G5-0325 Senes can essily integrate with SCADA systems, HMI systems snd other dals scquisition

Sysiems m ‘.-'El'ﬂr-.':l.'? floors. it enables administraiors to remotely monitor the mdustrisl Ethemet switch's operating information, part information and

communicabon stetus thus easly achieving enhenced monitoring and maintenance of the entire faciony.
1588 Time Protoco! for Industrial Computing Networks

The IG5-832F Seres is ides! for telecom end Camier Ethernat sppicstions, supporting MEF sendce delvery and fiming over packst solutions for iEEE 1528

and synchronous Ethemet

Time Synchronization in Network

IGS-6325-16P4S
Transparent Clock

Grand Master Clock
Slave Clock

Base Station

— i — | QODEASE-SX/LX Fiker-optic
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Flexibility and Extansion Solution

The additionsl four mini-GBIC slots built in the 1GE-8325-18P4S support dusl speed. 100BASE-FX and 100DBASE-SX/LX 5FP (Small Fomm-fector Pluggsebls)

fiber-optc modules, meaning the edministrator now can flexibly choose the swtsble SFP rensceiver soconding to not anly the trsnsmisson disiance but siso
TR

the transmission speed reguired. The distsnoe can be extended from 550 meters [mutt-mods fiber) fo 10040300120 kilometers {single-mods fiber or WD

fizer) They sre well suted for sppficsbons within the enterprise dats centers and dsinbubans

Intalligant SFP Diagnasis Machanizm
The H535-6325 Beres supports SFP-D0M {Dagitaf Diagnostic Mondorf function thst greatly helps network - admirssirstor to easiy monilor real-tirne parameaters

of the SFF such es oplicdl output powsr, optical input power, femperstur=. |gser biss current, 2nd transcener supply voltage

Digital Diagnostic Monitor (DDM)

Industrial Area DeparimentiWorkgroup PokE Switch

Providing up ts 18 PoE+, in-iine power jnterfaces, the W55-8325-18P45 can easily build 8 power cenbrally controlled for P phone sysiem. IF camera
system, or wireless AP group for Industris! network. For instence. 18 PoE IP cemerss or wireless eccess points can be essily instelied sround the comer in
the industrial environment for-survedlance demands or for 8 wireless roaming network Without the powsr-socke! limidation, the HE5-5325-16P45 makes the

Imztzllztion of IF camerss or wirsless AP esser end more eficent

Extending Fthernet Distance

Dstgoor

iP Camera

1G5-6325-16P45 [G5-8325-16P45

|-1 240km b-[

—i———  {DD0BASE-SN/ LY Fiber-oote
IDOOEALE-T UTP
—_ [DOOEASE:T UTP with Pof
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Prodiict
Hardware Specifications

Copper Paosis
SFPimen-GBIC Sioty

PokE Injactor Fort

Canscle

Ewitzhy Architeciurs

Switzh Fabriz

Throughput (packet per secand)
Address Tetle

Shared Dats Buffer

Flow Control
Jumbs Frame
Feset Button

ESD Frotection
Enclosure
Instalistion

Connector

Alzrm

EGEE

LED Tmfzcaior

Dsmensaons (Wx DxH)
Weight

Power Regurements

Powsr Consumption

Pawer Cnjer Etfiemet
PoE Standasd

PakE Pawier Supply Type

PoE Fowesr Cedpat

Power Pin Assignment

PoE Fower Budpst

28 TMpp=i@ 54 a;‘-‘r- pacist
164 enfies. automstic source address leaming and 2ging
2Mbits

OHM-rad kit and wall-mount ki

owable E-pin term
Fin 172 for Powear 1
sblz 3-pin terminal glo-:k ior EIE Do
Pin 142 foc Ol &Z, Pin 3

One refay oug

Ty 3bi

Lewel

Input load to 24V OC

Far 3FF Inzrdzoe
EMBACT ter)

LNKACT i

I'x 152 mm

DC for FokE

+ OLEpE

W {Power on w CORMECEN)
pading with PoE function

iF

et

02 3af Standard
- Per port 43V=-51Y OiC {depending on the
|EEE BOZ 2at Standard

power supply), max

- Fer port 51W-58VW OC {depending on the power supply), max. 35

- Single powsr input 240%W maxemum (|

- Dual pow
*Daual power mpat must be the same as DC

r imput 320W macamum (depanding on po

voliage, like d

Jpen collector in 2

iy 1A 24 0T

2402 WD

12 AN [(D1Y)

TEmA max

W L

15,4 watts

W3S

100md max
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]
I.'FI

Max Numberof O
Max Number of Class 3 Phs
Mz Numib=rof Cigs= 4 FDs tia
L=yer 2 Function

[&1]

Pt disabl
Autg-negoiation 100100
Flow coinirol disablef=n

Fower 33ving mode oontrol

Vops full and half duplex mode sslecton

Fart Configuration

ef dugiex mode, link status, fiow contrel status, guls REgobkats

Display =ach po

TR moth

Pt Status
Port Masering

-hased WLAN, up to 255 VLAN groups

Z-in-2 tun

WLAN Frotocod-based VLAN
\oice VLAN
MVE (M

LACPIst300 trunk
Link Apgragaton i = 7

Supponts 13 truni groups with 4 ports per trunk group
nning Tree Protzcol

pa
Spanning Ties Frotocol Rapid Spanning Tres Proiocal

fultiple Spanring

et poority and YWRR

IPw4 1GMP [v1iv2v3) snooping. up 20235 mulicsst groups
Fal ¥ pa Tz g =
ulionin IPw4 1GMP querier mode support
PwE MLD (w1
Pwd MLD gu=

CLMAC-bazed ACL

255 multicast groups

MLD Snooping

Appess Contro List

Bandwedth Control

Lenyer 3 Funetion
IF Inlzrfzoes
Roiting Table
Pud hzrdwares
Rauting Protocols Pl hardware siatic roubng
Pwd DSPF w2 dynamic routing
Manzgament
Telnet, Web browser, SNMF v1, vZo

Bzsic Mansgement interfaces

. SHMF V3

Eecure Managament Inerfaces

B

85 Ether-Li
R]FC 235 ACIN ||,_,-.,_._E.-:|
SHME WiS: F B RMON MIB [Group . 3-and )
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Ezndards Conformance
Regulatory Compliancs

Si=hility Testng

Stsndards Dompliance

Enwironment

Opsratng Temperatere
Starage Temperalure
Huermadity

FOO Part 15 Ciess A, CE
IECTOOEE-2-3Z {free Tall)
ECA0GEE-2-27 {shock)

IECBO0ERE-2-0 (vibration)

IEEE 8023 10BASE-T

|IEEE 202 3u 100BASE-TH/1TOBASE-FX
IEEE 32 3z Gigabit SHLX

IEEE 80X 3shb Gigabit 10027

g2 3y fiowe control snd back pressdre
332 3ad port trunk with LACP

23210 Spanning Trese Protocal

B2 1w Rapid Spanning Tree Protoca|
33215 Multiple Spanning Tree Protocol
802 1p Class of Servica

g2 13 WVLAN 13gging

332 .1ad Q-n-2 YLAN stacking

302 1 X Port Authenbeation Netwark Control
802 1sb LLDP

m m m i m
)

Mmoo omoamomomeoim mom o m
LIRS T LT

m oo

.Ih. £
=1
¢

L=}
[

TSdegrees C
Z5degrees ©

3

S~ 85% {non-condensimg)

i
1)

|IEEE 3312 3aF Powier over Ethemet
|IEEE 302 3at Power over Ethemes Plus
|IEEE 1588 PTPv

RFC 788 UDP

TS ICME

Z0HE HTTP

RFC 1112 IGME ¥

RFC 2238 IGMP v2

RFC 3378 15MF version 3
RFG 2710 MLD verswon 1

FRC 3210 MLD version 2
ITU 5:8332 ERPS Ring

h o To Winw
I 1
- | ey
; laa Viam : | Traet Wiewm . : g — ; iE 1_ ;
| = ',_'.d_.l. Maprring K%
CT | el ‘b ® o 1]
e
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e | f-u r _ N E qu M-l Ok
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- L Maortisg K%
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BpaScoadbbabrasndod
SOA0GOAOUdDD0BD0 DO
COODOASBASENOCDRED R
sonacohAoafnadansn

B e

10



@ PLANET

Hetworking & Communication

1EE-0325-16745 L3 i

t Swich (-40-~-T5

2-Fort 19071 000X SFF Managss

1E56225-0PIT2E

FBE-5225-8T253X =t Bwitch (-40~73 degress T}
S TEIRAT o

ndustrial §-Fort P+ Manzged met Swite

555235 BPI52K

IGS-20160HFT

0% SFF Mansged Ethemet Switch (-40~-TS degress C}

PLANET Technology Corporation
T1F . NocBe Mi’t::i;r'. Rd., Xindizn Dast. New Tapel Ciy
23T, Taw=n (RID.C

Tel B8E-2-2210-0818 Fas: BBE-2-2210-0828

IG5 6325-16P4S

T oror niohice. Al meid samed and tredemerks s propedy =
y Gorg: AL rights eesenes
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